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Introduction

Recent advances in web technologies and the constant growth
of the Internet have led to many online service applications.
Examples include e-commerce, social networks, online banking, business intelligence, web search engines, etc. An important feature of these web services is that they are based on
software applications running at the server-side and generating
new web content in an online fashion, which makes them
flexible to exchange information on the Internet [32, 10, 29].
The flexibility of web services poses also vulnerabilities which
make them the targets for attacks (e.g. code injection attacks,
SQL/XML injection, buffer overflow attacks, denial of service, etc.) by cyber-criminals who can collect confidential
information from servers or even compromise them [34, 9,
40, 14, 17]. Then, there is an urgent need to protect the servers
on which the applications are running [45, 44, 18, 8]. Indeed,
intrusion detection systems (IDSs) need to be deployed. An
overview of current intrusion detection techniques and related
issues was proposed in [42, 38]. Recently, data mining and
machine learning approaches have been used in this growing
area in order to improve the performance of existing systems
[31, 22, 41, 12, 16, 20]. The key idea for these works is to use
machine learning techniques (e.g. decision trees, artificial
neural networks, support vector machines, mixture models,
etc.) to train a classifier and to recognize attacks based on
a list of features, which generally reduces the intrusion
detection problem to an adversarial learning task [24].
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Based on the analysis methods, IDSs are usually classified
into two main categories: misuse (i.e. signature-based)
detection and anomaly detection systems [35]. In misuse
detection systems, the goal is to detect the occurrence of
attacks that have been previously identified as intrusions.
For this type of IDS, attacks must be known a priori. Misuse
detection can be viewed then as a supervised learning problem. Alternatively, anomaly detection systems detect
unknown attacks by observing deviations from normal
activities of the system. It is based on the assumption that
intrusive activities are noticeably different from normal
system activities and hence detectable. Data clustering and
unsupervised learning approaches have been widely used to
develop anomaly detection systems. Several of recent clustering approaches quantify deviation from normal behavior
using thresholds (see, for instance, [33, 45, 44]). Unlike
these approaches we consider a robust finite Gaussian
mixtures to model normal traffic and then to automatically
detect potential intrusions (i.e. anomalous traffic). Our
main idea is based on incorporating into the Gaussian
mixture an auxiliary outlier component, to which we associate a uniform density, to represent abnormal requests.
The resulting model is learned using an expectationmaximization algorithm.
The rest of this paper is organized as follows: the proposed web service intrusion detection model is described in
Section 2. Then, obtained results using a data set containing
both normal and intrusive requests which were collected
from a large real-life web service. are given and analyzed
in Section 3. Finally, Section 4 concludes the paper.
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A finite mixture model with outliers
detection

In this section, we present our mixture model for web service
intrusion detection and the motivations behind it. Moreover,
we propose a detailed approach to learn the parameters of the
proposed model.
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The model

an auxiliary outlier component, to which we associate a
uniform density [37, 19, 4, 25], into the mixture model:

The mixture model Let us consider a training data set of N
vectors χ ¼ X1 , . . . , XN , where each Xi ¼ ðXi1 , . . . , XiD Þ is a
D-dimensional vector of features representing a given
request on a web server. Set of vectors generally contains
examples that belong to many clusters (i.e. categories of
requests) and can be modeled by a finite mixture of
distributions [28]
pðXi jΘK Þ ¼

K
X

pk pðXi jθk Þ

ð1Þ

k¼1

where pk > 0, are the mixing proportions, M is the number
of mixture components, and ΘK ¼ P ¼ ðp1 , . . . , pK Þ, θ ¼
ðθ1 , . . . , θK Þ is the set of parameters in the mixture model.
A critical problem in this case is the choice of the probability
density function to represent each component. In this paper,
we consider a classic choice namely a Gaussian distribution
with parameters μk and Σ k:


1
1
T 1
pðXi jθk Þ ¼
pﬃﬃﬃﬃﬃﬃ exp  ðXi  μk Þ Σ k ðXi  μk Þ
2
ð2πÞD=2 jΣ jk
ð2Þ
Outliers detection Legitimate requests are generally in
higher number than malicious ones. Thus, it is possible to
formalize abnormal requests as outliers when considering
statistical models. Many outliers detection approaches have
been proposed in the past [15, 1, 43]. Indeed, the problem is
a fundamental classic task in data mining and is generally
related to fraud detection problems in the security domain
(e.g. credit-card fraud, fraudulent cellular call detection,
etc.) [39]. Here we approach the problem by incorporating

pðXi jΘK Þ ¼

K
X

pk pðXi jθk Þ þ pKþ1 UðXi Þ

P
where pKþ1 ¼ 1  Kk¼1 pk is the probability that Xi was not
generated by the central mixture model and UðXi Þ is a
uniform distribution common for all data to model isolated
vectors which are not in any of the K clusters and which show
significantly less differentiation among clusters. Assuming
uniform distribution for outliers is a common assumption that
has been previously used successfully in [37, 43, 26]. It
is noteworthy that when pMþ1 ¼ 0 the outlier component is
removed and the previous equation is reduced to Eq. 1.

2.2

Model Learning

The most widely used approach for unknown parameters
estimation is maximum likelihood (ML) based on
maximizing the log-likelihood function as following
(
b
Θ ¼ arg max log pðχjΘÞ
Θ

¼

N
X

log

"
K
X

i¼1

)
pk pðXi jθk Þ þ pKþ1 UðXi Þ

k¼1

ML estimation is generally performed with expectation
maximization (EM) algorithm [27] which is well-known in
the case of finite mixture models. The main modification,
in our case, is related to the E-step in which the posterior
probabilities are calculated as following in iteration q:
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where γ i(K+1) is the probability of affecting the vector Xi to
the set of outliers (or abnormal requests). Thus, the complete
estimation algorithm is summarized as follows:
1. Initialization-step: initialization using the K-means
algorithm

ð3Þ

k¼1

For each iteration q:
2. Expectation-step:
Calculate
k ¼ 1, . . . , K þ 1 using Eq. 4.
3. Maximization-step:

γ ik(q),

i ¼ 1, . . ., N,
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The iterations in the previous algorithm are repeated until we
reach convergence. Examples of convergence tests include
the stabilization of the likelihood function, the parameters, or
the posterior probabilities. Concerning the determination of
K, the number of mixture components, which can be viewed
as the number of request categories, different selection
criteria have been proposed in the past and could be considered [28, 6]. In this work, we use the mixture minimum
description length (MMDL) criterion developed in [13]:
1
MMDLðKÞ ¼ logðpðχjΘÞÞ þ N p logðNÞ
2
K
X
c
þ
logðpk Þ
2 k¼1

ð6Þ

where Np is the total number of free parameters in the model
and c is the number of parameters describing each component. We select the K that yields the minimum value of
MMDL(M). Moreover, according to our operational definition of outliers, they should have a uniform distribution,
since they do not follow the pattern of the majority of the
data. A common approach, to define this uniform distribution, is to suppose that the data follow a single component
model averaged over all the observation [37]. Thus, in our
case, we choose the following:
UðXÞ ¼

N


1X
p Xi jb
θ
N i¼1

ð7Þ

where the parameters b
θ is estimated using ML technique.
This formulation takes into account the fact that outliers
should be sparsely distributed.
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composed of 10000 requests. The majority of these requests
are legitimate, but some are attacks (e.g. cross-site scripting,
SQL injections, buffer overflows, etc.). After using these
data to train our mixture model, by considering 3-gram
representation as done in [44], new requests are considered
and classified as normal or abnormal (i.e. outlier) using the
technique proposed in this paper. These new requests constitute the testing set and their number is equal to 35000. It is
noteworthy that these data are used also to update the model
using the approach proposed in [36]. Other incremental
versions of the EM algorithm such as those in [30, 23]
could be used, also. Updating the model’s parameters allows
to take into account new request categories and new intrusion pattern which didn’t appear in initial training data but
may emerge in future data. It is noteworthy that this is
crucial in practice in order to plan and design new
countermeasures.The evaluation of the performance of our
approach has been based on the following measures:
• True positive rate which represents the number of
correctly detected intrusions over the number of
intrusions in the testing set.
• False positive rate which represents the number of normal
requests considered as intrusions over the total number of
normal requests in the testing set.
• True negative rate which represents the number of
correctly classified normal requests over the total number
of normal requests in the testing set.
• False negative rate which represents the number of
misclassified intrusions over the number of intrusions in
the testing set.
• Accuracy which represents the number of correctly classified requests over the total number of requests in the
testing set.
• Precision which represents the number of correctly classified intrusions over the number of intrusions
The performance results of our approach are presented in
Table 1. According to this table, it is clear that our approach
provides excellent detection results and that the different
N-gram approaches perform comparably. We compared
our algorithm with the SDEM and SDPU approaches in
[39] based on Gaussian mixture models and kernel mixtures

Table 1 Performance of the method in detecting web service intrusion
when considering 1-gram, 2-gram and 3-gram models to describe
features.

Experimental Results

The proposed framework is tested using logs collected from
a real-life web service (from several Apache servers) in a
two weeks time interval. The collected data set contains
normal requests, anomalies as well as intrusions. More specifically, our training data is collected at the beginning and is

True positive rate
False positive rate
True negative rate
False negative rate
Accuracy
Precision

1-gram
98.02
0.97
98.60
1.04
97.89
98.04

2-gram
98.03
0.98
98.63
1.01
97.92
98.13

3-gram
98.12
0.98
98.77
1.01
97.95
98.21
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Table 2 Performance of the SDEM method in detecting web service
intrusion.
True positive rate
False positive rate
True negative rate
False negative rate
Accuracy
Precision

1-gram
97.90
1.00
98.56
1.02
97.87
98.02

2-gram
97.97
1.01
98.60
1.02
97.92
98.11

3-gram
98.09
1.02
98.65
1.05
97.92
98.17

Table 3 Performance of the SDPU method in detecting web service
intrusion.
True positive rate
False positive rate
True negative rate
False negative rate
Accuracy
Precision

1-gram
97.91
1.01
98.50
1.03
97.85
98.08

2-gram
97.98
1.02
98.65
1.03
97.90
98.13

3-gram
98.08
1.03
98.66
1.05
97.91
98.18

Table 4 Performance of K-nearest neighbor method in detecting web
service intrusion.
True positive rate
False positive rate
True negative rate
False negative rate
Accuracy
Precision

1-gram
95.02
1.33
94.14
2.51
94.38
94.66

2-gram
95.09
2.22
94.35
2.43
94.56
94.73

3-gram
95.15
2.13
94.41
2.39
94.77
94.85

Table 5 Performance of the growing hierarchical self organizing
maps (GHSOMs) [45] method in detecting web service intrusion.
True positive rate
False positive rate
True negative rate
False negative rate
Accuracy
Precision

1-gram
98.01
1.02
98.60
1.07
97.70
98.08

2-gram
98.01
1.02
98.60
1.04
97.76
98.09

3-gram
98.08
1.01
98.65
1.04
97.88
98.17

as shown in Tables 2 and 3, respectively. Moreover, we
performed comparisons with the well-known nearestneighbor technique as shown in Table 4 and three recent
state of the art approaches, namely GHSOMs [45], diffusion
maps [21], and the algorithm proposed in [44] as shown in
Tables 4, 5, and 6, respectively. The results shown in all
the tables demonstrate that our statistical framework is
promising.

Table 6 Performance of diffusion maps method [21] in detecting web
service intrusion.
True positive rate
False positive rate
True negative rate
False negative rate
Accuracy
Precision

1-gram
98.00
1.07
98.55
1.24
97.74
98.03

2-gram
98.00
1.06
98.56
1.24
97.74
98.08

3-gram
98.03
1.06
98.63
1.15
97.77
98.09

Table 7 Performance of the algorithm proposed in [44] in detecting
web service intrusion.
True positive rate
False positive rate
True negative rate
False negative rate
Accuracy
Precision

4

1-gram
98.04
1.03
98.65
1.06
97.79
98.15

2-gram
98.04
1.03
98.68
1.10
97.79
98.18

3-gram
98.05
1.02
98.68
1.10
97.81
98.19

Conclusion

Machine learning techniques have been widely used recently
for computer security purposes [7]. Following this interesting trend, we introduce in this paper a new method to detect
intrusion attacks on web services using a finite mixture
model. The proposed finite Gaussian mixture model is augmented with an auxiliary uniform component to detect suspicious requests which are viewed as outliers. The proposed
statistical framework is learned using an EM algorithm. The
proposed technique is theoretically reliable and robust and
has been validated using real-world data extracted from real
web services. There are many avenues for future research.
For instance, it is possible to extend the proposed mixture
model to the infinite case using Dirichlet processes which
allow to model outliers implicitly. Another promising future
work is to integrate feature selection within the proposed
framework or to consider other mixture models [5, 3, 2, 11].
Other applications such as spam filtering and credit card
fraud detection are also possible.
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